General Welfare Requirement: Safeguarding and Promoting Children’s Welfare
The provider must take necessary steps to safeguard and promote the welfare of children.

Safeguarding children
4. General Data Protection Regulations (GDPR) Policy
The General Data Protection Regulation (GDPR) is a new EU law (May 2018) replacing the current Data Protection Act 1998.
It will give individuals greater control over their own personal data. As a nursery it is necessary for us to collect personal
information about the children who attend as well as staff and parents/carers.
Stepping Stones Childcare & Education CIC is registered with the Information Commissions Office, ICO, under registration
reference: Z2390392 and has been registered since 23 September 2010 the certificate can be viewed on the parent display.
EYFS key themes and commitments
A Unique Child

Positive Relationships

Enabling Environments

Learning and
Development

1.2 Inclusive practice

2.1 Respecting each other

1.3 Keeping safe

2.2 Parents as partners

3.4 The wider context

Policy statement
We recognise that parents have a right to know that information they share will be regarded as confidential as well as be
informed about the circumstances, and reasons, when we are obliged to share information.
We are obliged to share confidential information without authorisation from the person who provided it or to whom it
relates if it is in the public interest. That is when:


it is to prevent a crime from being committed or intervene where one may have been, or to prevent harm to a
child or adult; or



Not sharing it could be worse than the outcome of having shared it.

The decision should never be made as an individual, but with the back up of management committee officers. The three
critical criteria are:
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Where there is evidence that the child is suffering, or is at risk of suffering, significant harm.



Where there is reasonable cause to believe that a child may be suffering, or at risk of suffering, significant harm.



To prevent significant harm arising to children and young people or serious harm to adults, including the prevention,
detection and prosecution of serious crime.

GDPR principle
GDPR condenses the Data Protection Principles into eight areas, which are referred to as the Privacy Principles. They are:
1. You must have a lawful reason for collecting personal data and must do it in a fair and transparent way.
2. You must only use the data for the reason it is initially obtained.
3. You must not collect any more data than is necessary.
4. It must be accurate and there must be mechanisms in place to keep it up to date.
5. You cannot keep it any longer than needed.
6. You must protect the personal data.
7. You must have appropriate measures against unauthorised or unlawful processing or personal data and against
accidental loss or destruction/damage to personal Data.
8. Personal Data shall not be transferred to any outside agency or country within the EU that does not comply with the
new General data protection regulations.
The GDPR provides the following rights for individuals:


The right to be informed.



The right of access.



The right to rectification.



The right to erase.



The right to restrict processing.



The right to data portability.



The right to object.



Rights in relation to automated decision-making and profiling.

There are two main roles under the GDPR; the data controller and the data processor. As a childcare provider, we are the
data controller. The data is our data that we have collected about the children and their families. We have contracts with other
companies to process data, which makes them the data processor. The two roles have some differences but the principles of
GDPR apply to both. We have a responsibility to ensure that other companies we work with are also GDPR compliant.
Lawful basis for processing personal data
We must have a lawful basis for processing all personal data within our organisation and this is recorded on our Information
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audit for all the different information we collect. The six reasons as follows:
(a) Consent: the individual has given clear consent for you to process their personal data for a specific purpose.
(b) Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take
specific steps before entering into a contract.
(c) Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).
(d) Vital interests: the processing is necessary to protect someone’s life.
(e) Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and
the task or function has a clear basis in law.
(f) Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party
unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests.
For the majority of data we collect, the lawful basis for doing so falls under the category of ‘legal obligation’ such as names,
date of birth and addresses as we have a legal requirement to obtain this data as part of the Statutory Framework for the Early
Years Foundation Stage.
Some data we collect, for example, photographs, requires parents to give consent for us to do so. Where this is the case,
parents will be required to sign a consent form to ‘opt in’ and are made aware that they have the right to withdraw their
consent at any time.
We may also be required to collect data as part of parent’s contract with the setting or local authority, for example, for us to
claim government funding.
Data retention
We will hold information about individuals only for as long as the law says and no longer than necessary. After this, we will
dispose of it securely. Please see a copy of the Retention periods for records.
Security
We keep data about all individuals secure and aim to protect data against unauthorised change, damage, loss or theft. All
data collected is only accessed by authorised individuals. All paper forms are kept locked away and all computers and tablets
are password protected.
Privacy notices
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All parents and staff are provided with privacy notices which inform them of our procedures around how and why we collect
data, information sharing, security, data retention, access to their records and our commitment to compliance with the GDPR
act 2018.
Ensuring compliance
The member of staff responsible for ensuring that the setting is compliant is Patricia Trew, Hayley Marsh and Brittany Vant.
Their main duties are:


Ensure that the provision is compliant with GDPR.



Audit all personal data held.



Ensure all staff are aware of their responsibilities under the law, this may include delivering staff training.



Undertake investigations when there is a breach of personal data and report to the Information Commissions Office,
ICO.
Keep up to date with the legislation.



Legal framework


The General Data Protection Regulation (2018)



Human Rights Act 1998

All the undertakings above are subject to the paramount commitment of the setting, which is to the safety and well-being of
the child. Please also see our Safeguarding Children and Child Protection policy.
Legal framework


Data Protection Act 1998 / Amendment 2003 & Human Rights Act 1998



The General Data Protection Regulation (GDPR) 2018



https://ico.org.uk/media/1042048/8-data-protection-principles-postcard.pdf



https://www.gov.uk/government/publications/safeguarding-practitioners-information-sharing-advice
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Please note that all staff should read and be aware of the MASH & LADO posters within the setting.

This policy was adopted by

Stepping Stones Childcare & Education CIC

on
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Date to be reviewed

September 2019

Signed on behalf of the management

Name of signatory

ELAINE MCMANUS

Role of signatory (e.g. manager/ deputy)

MANAGER

Review:
This policy is reviewed every year or whenever deemed necessary by the manager in the light of events and changes in
the law.
This policy was given to staff to read on 04.10.2018 and was acknowledged and read by staff on:
Name of Staff Member

Date policy read

Staff signature

1. Anne Jessop
2. Suzanne Rulten
3. Chloe Mead
4. Shelby Evans
5. Lily Carr
6. Kay Page
7. Kelly Whitewood
8. Shannon Bronson
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